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BeBepeHue

JlaHHBII JOKYMEHT OIMCHIBAET OOIIYIO MPOIeNypy OOHOBIICHUS BHYTPEHHETO
nporpamMmmHoro obecrieueHus (“rmipommBka’) moayseit Laurent-5/ Laurent-5G c
UCIIOJIb30BAHUEM CIICIHATbHOM yTHiUThI (porpammal) mog OC Windows.

Oo0HoBIteHue npousBoauTcs 1o cetu Ethernet (Bo3mokHO yaaneHHOE OOHOBIICHHUE
MIPOIIIMBKH ).

Tak ke onmuchIBaeTCs MPOIIEAypa aBapHIHOTO BOCCTAHOBJICHUS MPOIIMBKU MOJTYJIS B
Cllydae MOBPEXKICHUS MTaMATH MOAYJIS WM HEYJauHOW TIPOIIeIype OOHOBIICHUSI.



CoxpaHeHue HacTpoeK nepepg o6HoBNAEHUEM

Mo OKOHYaHWM NpoLeaypbl O6HOBEHNS HEKOTOPbIE HACTPOMKK MOryT 6yayT “cTepThbl” 1
YCTaHOB/EHbI B 3HAYEHUS M0 YMOMUYaHMIO (3aBUCUT OT KOHKPETHbIX U3MEHEHMWI B TON UM UHOW

BEPCUW NPOLLIMBKM).

PexkoMeHayeTcs nepen HavanoM npoueaypbl O6HOBMIEHNS SKCMOPTMPOBaTb TEKYLLME
HacTpolkn Moayns B dain (Mcrnonb3ys cooTBETCTBYOLIYI0 dyHKUMo B WEB nHTEepdeiice) ans
nocneayowero MMnopTa (BOCCTaHOBIEHUS! HACTPOEK).

1. B WEB untepdeiice Moy, cienyer nepeiitu B pazaei Mmnopm & Dxcnopm (qaHHBIH
(bYHKIIHOHAT MTOICP)KUBACTCS HAUYMHAS C BEPCUH “TipomuBKu” 514)

® @ =

AAALA

MmMnopTt & 3xcnopT

2. Jloxxmatbcst oOkoHYaHUS nepenaun Becex napamerpos WEB u HaxkaTh Ha KHOTIKY
“Okcnopm”. TIpr 3TOM Ha KOMIIBIOTEp Oy/€T COXpaHEH TEKCTOBBIN (ailll ¢ TeKyIuMHU
HAcCTpoiikaMu MOJyJis B BUJe cniicka Ke-komans.

MMnopT U 3kcnopT HacTpoek

I Bce HECTDD;{H W NapaMeTpsl MOOYNA MOXHO COXPaHWTE B cbafm E EMAOE CNMCKa KE'(DI‘BH,‘J M
L] 33TEM NPUMEHWTE (MMNOPTHPOBaTL) Ha APYFOH MOAYAE.

SKCMOPT

CoXpaHeHWe HaCTPOEK B BUAe cnvcka Ke-komana B daiin. CoemectumocTe: Gpayzep Google Chrome.

| ( SkcnopT ] |

N/

Settings.txt A~ Show all X

=

3. [launsbii daiin (Settings.txt) cineayer noka COXpaHUTh U B MOCIECICTBUU HMIIOPTUPOBATH
00paTHO B MOZTYJTh



Mpoueaypa o6HoBNEHUA

1. OOGHOBIEHHE NTPOU3BOAUTCS ynalleHHO 1o cetu Ethernet (ucmonksyercs npotokon TFTP,
UDP nopt 69) ¢ momoinsto mporpamMbl-ytriautel KeLoader.exe mog OC Windows

2. PexomeHayeTcs NpoU3BOANTH OOHOBJICHHUE MTPU MPSIMOM COSAMHEHUN MOIYIIb —
KOMIIBIOTEp (TOUKA-TOYKA)

3. He pexomenmyeTcst MpoBOIUTH OOHOBIICHUE, €CITU CETEBOM KaHAN CBSI3U HEHAICKHBIN
(4acTble pa3pbIBBI COEAUHEHHUS, OOJIbIINE 3aIEPKKH ) — 3TO MOXKET MIPUBECTH K OO0
OOHOBJICHHUS MPOIIMBKHU U MOCJEAYIONIEH TOTEPU CBSI3U C MOAYJIEM

4. TlepBbIM 1Iarom ciieyeT NOAKIIOYUTH MOAYJb K KOMIIBIOTEPY HAIPSMYIO C TTOMOIIBIO
BUTOM mapbl

5. Hacrpouts ceteBylo KapTy KOoMIbioTepa (cM. paznen “Hacmpotika cemegozo
coedunenus” B TEXHUYECKOM OIMCAaHUM Ha MOJyJib) Ha cratudeckuil IP agpec oTauuHbIi

ot agpeca moayns. IP anpec moaynst mo ymomuanuto — 192.168.0.101; macka nmoacetu —
255.255.255.0

Hacrpoiiku ceteBoii kapThl KoMibioTepa (OS Windows) Moriiu Obl BBITIISACTS,
HaIrpumep, BOT TaK:

Ceoiictea: MpoTtokon Mutepreta sepcun 4 (TCP/IPW) @

Obwwe

MapameTpel IP MOFYT Ha3H3YaTECA aBTOMaTHYECKM, ECAHM CETh
NoAAEPHHEEET 3TY BOSMOMHOCTE. B NPOTUBHOM Cnyyae NapaMeTpel
IP MOMHO NONYYMTE ¥ CETEBOMD AAMWHWCTPETOPE.

) Nony4nTe IP-agpec aBTOMETHHECKA

@ Yioone3o8aTE cneayrowmi IP-agpec::

[P-anpec: 192,168, 0 , 200
Macka nogceTH: 255,255,255 . 0

OCHOBHOIA WNHO3:

Nony4nte agpec DNS-cepeepa asToMaTHYECKM
@ WcnonbsosaTe cneayiowwe agpeca DNS-cepsepos:

MpeanoqrTaemsli DNS-cepeep:

ANETEPHETHEHBIM DNS-cepeep:

[CIMoaTEEPAWTE NEPEMETPLI NPH EbIX0AE P ——

[ QK ]I OTMeHa I

6. Ilogarh nmuTaHWE HA MOJIYJIb

7. Brikmounts Beigady KE-cooOmienuii (eciim ObUTH 3aKa3aHbl) U 3aKPBITh COSAMHEHUE C
TCP cepsepom (TCP nopt 2424 no yMOI4aHUIO) MOy IS



8. 3amyctuth nporpammy KelLoader. B ciyuae ucnonvzosanus Windows 7/8/10 sozmodncro
nompeoyemcsi 3anycKk NPULONCEHUs. ¢ NPAGAMU AOMUHUCTPATMOPA.

9. Vxasars IP aapec Moy (o ymomadanuio 192.168.0.101) u maposs goctyna (1o
ymostdanuio, Laurent)

F |
s Keloader : Laurent-5, La06 ﬁ
P | 192, 168,0, 101

MoAKAKHYHTE

Mapons |Laurent
| -
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10. Ecnu ceteBbie HacTpoiiku Moayst ObuTu u3MeHeHs! (IP, mapons moctyma) — ciemnyer
MCIIOJIb30BaTh TEKYIllMe HACTpoKku Moy (cm. pasaen “Hactpoiiku” B WEB
uHTepdeiice).

BezonacTtHoCcTh

HacTpokiku cEAZaHHLIE C PEXMWMAMK OOCTYNa K MOAYNHD W €0 Z3WWMTE OT HECEHKUHOHWPOBaHHOM? HCNONL30BaHWA.

¥ PexumM "GezonacTtHocTw” Moayna (KoManaa $KE,SEC).

MNapons Moaynd MzmeHnTe

CeTeBble HACTPOHWKW MOAOYNA

CETEBRIE HACTPOMKM MoAynA, HoMepa TCP NopTos paznuuyHeX WHTepdeRcos.

MAC aapecc: 0.4.163.255 255 255

IP agpecc: MameHnTE
Macka nogceTu: 2552552550 NamennTe
OCHOBHOM WKS: 192.168.0.1 N3meHnTE

11. HaxxaTs kHOTIKY [Tooknouums B okHe porpammbl KelL.oader

12. Jloxmatbcs 3aBeplIeHUs MPOIIEAYPhl 00HOBICHHS (00BIYHO OKOJI0 15-20 cek)



s Keloader : Laurent-5, LaD6 Iﬁ

P | 192, 168.0. 101

Mapons | Laurent

MNoaknKoY3eMca K MOy k... -
MoaknodeH e K Moaynio: OK

OfHapy#eH mogyne: Laurent-5

Bepova npowuekm: L505

SM: Y131k 7F3C-2D51-M313

UPD status: 1
Ha4uHaen NpoUect SarpyskM. ..
WaeT zarpyzka...

KernelChip 2020

13. He paSPLIBaﬁTe CCTEBOC COCAMHCHUC UJIU I10Ja1y ITUTAaHUS BO BPEMA O0OHOBJIEHUS

14. Tlo OKOHYaHHUH MPOLIEAYPHI OOHOBJICHHS “TIPOIIMBKH” MOSBUTCS COOTBETCTBYIOILCE
UH(POPMALIMOHHOE COOOIICHHE:

K |
sl Keloader : Laurent-5, La06 @
P | 192,168.0,101
MoaknourTe
Mapons |Laurent
OBHapY#EH MOAYNE: Laurent-5 E

Bepoia npowwvstkk: L505
SM: ¥ 181478C-2051-M513

UPD status: 1

Ha4MHaEM NpoUSce 3arpysKH. ..
WMaeT zarpyska...

3arpysdMK 3asepwMn patoTy.
MNpOBEPKS HOBOIA NPOLUMEKH, ..
MoaKNDYaEMcR K MO YD, ..
MoaknoyeHye K Moayn: OK
OBHapyreH mogyne: Laurent-5
Bepoia npowmnesK: Lale

SM: Y 181-K73C-2D51-M313

m

OBHOBNEHWE YCMEWHD 3aBEPLUEHD,
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15. Tlponieypy 0OHOBJIEHUS HA ITOM MOXHO CUUTATh 3aKOHYCHHOU

16. [IpoBepuTH TEKYIIYIO BEPCUIO MPOIIUBKH MOXKHO B pazjene “Mudopmarnwms o Moayie” B
WEB wunrepdeiice:



MHdopMauusa o mogyne

OfWas CHCTEMHER MHGOPMALKMA O MOAYNE: BEQCMA BHYTPEHHEND NporpaMMHoro ofl ecnevueHns,
CEpPMiAHBIA HoMep, MAC agpec.

Twn =oayna

Laurent-5G

CeprilHeiA HoMep

Y18)-K78C-2D51-M911

OrpaMMHOrs obecne4edus

MALC appec
00:04:A32:00:04:C5

17. Ecniu WEB unrtepdec moayins 6601 3aMeTHO MOIUGUIIMPOBAH, HHOT/Ia MOKET
BO3HUKHYTH MPo0JIeMa ero HepaboTOCOCOOHOCTH U3-3a COXPAHCHHOM (KEIIMPOBaHHOMN)
KOTIMH CTPAHUII U CKPUIITOB MHTepdeiica B mamsTu Opaysepa.

Ecnu nmociie 0OHOBJICHHUS TIPOIIUBKY HAOIFOIAI0TCS OMIMOKY WITH HeCTaOWIIbHAS
pabora WEB pexomeHnyeTcs:

- Tlepe3arpy3uTh CTPAHUILY

- iepe3arpys3uTh Opaysep

- OUHUCTUTH K311 Opay3epa

- OTKPBITH Opay3ep B pexkuMe “MHKOTHUTO (B 5TOM cilydae JaHHBIE HE KIUIUPYOTCS)



BoccraHOoBNAeHME UCXOAHBbIX HAaCTPOEK nocne obHoBNEHUA

1. B WEB untrepdeiice monys, 3aittu B paznen Awnopm & Sxcnopm

]

MimnopTt & 3kcnopTt

2. B moxp-paznene UMIIOPT BeiOpats paHee coXpaHeHHBIN (aiiil ¢ HACTPOUKAMU H
3arpy3HTh €ro

3. Haxarb Ha kHONIKY “IIpumenums nacmpouxu”

MMNOPT

YTeHWE HACTPOEK B BWMAS CNMCKE Ke-koMaHa W= dalina v oTnpaEka Ha Modyne. COEMECTMMOCTE: Gpaysep Google
Chrome.

Choose File | Settings (1).txt

Cnucok Ke-koMaHa (HACTpoRKK) KoTopele OyOyT NpUMEHEHBI ANA A@HHOMD MOgyns.

$KE,IP,SET,192.168.0.101
§KE,MSK, SET,255.255.255.8
$KE,GTW,SET,192.168.0.1
$KE,NBN, SET, Laurent-5
$KE, PSW, NEW, Laurent
$KE,SEC,SET,ON

$KE,D7G,SET,L,1,4
$KE,DZG,SET,L,2,4
$KE,DZG,SET,L,3,4
$KE,DZG,SET,L,4,4
$KE,DZG,SET,L,5,4
$KE,DZIG,SET,L,6,4
$KE,DZG,SET,I,1,4
$KE,D7G,SET,I,2,4
$KE,D7G,SET,I,3,4
$KE,DZG,SET,1,4,4
$KE,DZG,SET,I,5,4
$KE,DZG,SET,I,6,4
$KE,DZG,SET,I,7,4 v
$KE,DZG,SET,I,B8,4 “

Bcero koMada: 170

Cratyc: WpeT zarpyska...

OTnpaeneHo: 89

Owmbrm: 0

$KE,IP,SET,192.168.0.101 £IP,SET,0K
£KE,M5K,SET,255.255.255.0 #MSIK,5ET, 0K
SKE,GTW,SET,192.168.0.1 #GTW,5ET, 0K

SKE,NBN,SET,Laurent-5 #MBN,SET,0K



ABapMVIHOE BOCCTaHOBJ/1IEHUE NPOLUNBKU

d)

f)
9)

h)

B ToMm citydae eciu BO BpeMsi OOHOBJICHHUSI IPOIIMBKY IPOU30UIET Pa3phbIB MUTAHHS
u/WiM pa3phiB CETEBOrO COCMHEHHUS BEChMa BEPOSITHA CUTYaIHsl HEPaOOTOCIOCOOHOCTH
MOJYJIs T.K. 00pa3 MpOIMIMBKH He OyIET MOJHOCTBIO TIepe/iaH U 3alrcaH B MaMSTh

[Tpu3HAKOM TaKOW CUTYallUU CIIEIYET CYNTATh OTCYTCTBUE MEPUOIUISCKOTO MUTAHUS
ceeroanona STAT Ha IuIEeBOH CTOPOHE TUIATHI TTOCIIC HEYAaYHOTO OOHOBIICHHS
npoiuBKY (P MOJaHHOM ITUTAHUH )

Jl1s1 BOCCTaHOBIICHHSI MOJTYJISI TIPETHA3HAYCH CIICIMAIbHBIN IEPBUYHBIN 3arpy34rK
BOCCTaHOBUTH C IIOMOIIBIO KOTOPOTO MOYKHO MOMPOOOBATH BOCCTAHOBUTH
paboTOCIIOCOOHOCTh MOTYJIA

ITocaenoBaTenbHOCTEL AEHCTBUH.

OTKJIFOUUTH MOJIYJIb OT MMUTAHUS

yaanuth Jxamiep BOOT

HACTPOUTH MPSMOE COEAMHEHUE ¢ MOyJieM B moaceT 192.168.1.xxx (J1r000it ampec
kpome 192.168.1.12)

Hanpumep, Hactpoiite ceTeByto kapty Baiero PC cineayrommm o6pa3om:

IP: 192.168.1.200
Macka: 255.255.255.0

nocJje noja4yu nuTanus (mpu ynainenHoM mpxammnepe BOOT) 3amyckaercs aBapuiHbINH
BOCCTaHOBUTENb KOTOPBIH JKJET MPOLIUBKY 10 aapecy 192.168.1.12

Ha nnare momkeHn Hadath Murath cBetoauon BOOT, STAT noramen

B makeTe 0OHOBIIEHUS MPOIIMBKH HAXOAUTCS MOA-TupexTopus \ Recovery

(Eec wer_-,)
il Keloader [ 519.exe
|%) L519_hex.dll
"L Laurent-5_FW_UpdateProcedure.pdf
B ttp.exe

3anmyckaem BAT ¢aiin Recovery.bat

L519 hex.dll

n] tftp.exe



1) Ilpu sTOoM Ha mapy cekyHj noracHeT cBeroanoq BOOT, noToM HaYHET CHOBa MHUTaTh
J) Tlporuecc 3arpy3ku 3aiimet cexyn 10-15

k) Ilociie OkOHYaHUU MPOLIETYPbI B KOHCOJIBHOM OKHE OyJIET COOTBETCTBYIOIIIEE COOOIICHUE
00 ycrnexe nepeadn JaHHbIX

I) Cseromunox BOOT moracuer, HadyHeT muraTth cBetoauoq STAT

m) Ocrasioch TOJIbKO BepHYTh xkamiiep BOOT oOpaTHO u NMEepeKIIOYUTHCS Ha TIOJICETh
192.168.0.xxx

n) K coxarnenuro, Bce HACTPOHKHU BEPHYTCS B 3aBOJICKUE, MOJYJIb OYIET JOCTYIICH O
aapecy 192.168.0.101
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